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1 Introduction 64 
 65 
Risk management principles have been effectively utilized in many areas of business and 66 
government including finance, insurance, medical, safety, product design and agencies regulating 67 
other industries (references to be added). Although there are some examples of the use of quality 68 
risk management in the pharmaceutical industry today, they are limited and do not represent the 69 
full contributions that risk management has to offer.  The importance of quality systems has been 70 
recognized in the pharmaceutical industry and it is becoming evident that risk management is a 71 
valuable component of an effective quality system. 72 
 73 
It is commonly understood that risk is defined as the combination of the probability of occurrence 74 
of harm and the severity of that harm.  Achieving a shared understanding of the application of risk 75 
management among diverse stakeholders is very difficult because each stakeholder may identify 76 
different potential harms, place different probability on each harm occurring and characterize 77 
different severities of the harm.  These concepts are especially important in relation to 78 
pharmaceuticals due to the variety of stakeholders, including patients and medical practitioners as 79 
well as government and industry. 80 
 81 
The use of a drug (medicinal) product necessarily entails some degree of risk.  It is important to 82 
understand that the need is to maintain product quality, such that the risk to the patient is not 83 
significantly different than that observed in the clinical program.   An effective risk management 84 
approach can further ensure the high quality of the drug product to the patient in providing a 85 
proactive means to identify and mitigate potential quality issues with the product at the earliest 86 
stages of product development (i.e. as described in ICH Q8 – Pharmaceutical Development ) and 87 
manufacturing.  Additionally, use of risk management techniques can also improve the decision 88 
making if a quality problem arises.  Effective risk management can facilitate better and more 89 
informed decisions and may provide regulators with greater assurance of a company’s ability to 90 
deal with potential risks and may affect the extent and level of direct regulatory oversight.   91 
 92 
The purpose of this document is to provide guidance on the principles and the tools of risk 93 
management that can enable more effective and consistent risk based decisions, both by regulators 94 
and industry, regarding the quality of drug substance/product across the product lifecycle.  This 95 
guideline also supports and compliments existing quality practices, requirements, standards, and 96 
guidelines. 97 
 98 
Although a systematic approach to risk management is generally preferred, it may not always be 99 
appropriate or necessary to use a formal risk management process.  Even if risk management is 100 
utilized appropriately, it does not obviate industry’s regulatory requirements and does not replace 101 
the necessary communications between industry and regulator. 102 

2 Scope 103 
 104 
This guideline provides a framework that may be applied to all aspects of pharmaceutical quality 105 
including GMP and submission/review processes throughout the lifecycle of drug substances 106 
(API) and drug (medicinal) products, biological and vaccine products, and the use of excipients 107 
and packaging materials. 108 
 109 
This guideline is not intended to apply to risk management used in a pharmacovigilance setting 110 
involving safety and efficacy. 111 
 112 

113 
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3 Principles of Quality Risk Management 113 
 114 
Risk is a concept that has different meanings to different people and organizations.  Therefore, 115 
before implementing risk management approaches, it is important to articulate a common 116 
definition of risk, including explicit identification of the harm (e.g., reduction in the quality of 117 
medicinal products) that is to be addressed.  At a fundamental level, definitions of risk capture 118 
the likelihood of harm or loss from exposure to a source of harm (hazard).  Risk definitions for a 119 
specific context usually specify what are “at risk” (e.g., drug quality, health, property, quality of 120 
life) given exposures to the hazard (the property of a substance or event that can cause harm, e.g., 121 
contaminant), and call for an estimate of likelihood that harm (e.g., illness) will occur from the 122 
exposure.  123 
 124 
Risk may be measured using a quantitative or qualitative approach depending on the 125 
circumstance and criteria established in specific fields of analysis. Risk definitions intending to 126 
span a broad and diverse range of hazards and harms generally incorporate the concept of 127 
severity.  The definition of risk used here is broadly inclusive of diverse harms and hazards 128 
eliciting those harms: risk is a combination of the probability of occurrence of harm and the 129 
severity of that harm (ISO/IEC Guide 51).  Below are essential principles for the use of quality 130 
risk management: 131 
 132 
• The evaluation of the risk should ultimately link back to the potential risk to the patient. 133 
• The extent of the risk management process should be commensurate with the level of risk 134 

associated with the decision. 135 
• A more robust the data set will lead to lower uncertainty. 136 
• It is essential to have a clear delineation of the risk question. 137 
• Risk management should be a dynamic / iterative process. 138 
• People who apply risk management should have the appropriate training, skills and 139 

experience. 140 
• The risk management process should be appropriately documented and verifiable. 141 

 142 

4 General Quality Risk Management Process 143 
 144 
Risk management is a systematic process for the identification, assessment and control of risks to 145 
the quality of pharmaceuticals across the product lifecycle. The level of effort, formality and 146 
documentation of the risk management process should be commensurate with the level of risk. 147 
 148 
Risk management for pharmaceutical quality generally includes systematic processes for the 149 
identification, assessment, control and communication of risks to the quality of pharmaceuticals 150 
across the product lifecycle. The application of the risk management process developed in this 151 
document focuses on risk assessment, risk control, risk communication and review with the 152 
understanding that a separate process for problem (hazard) identification may be used by industry 153 
and/or regulators. 154 

155 
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 156 

4.1 Responsibilities 157 
 158 
Risk management activities are usually, but not necessarily, undertaken by interdisciplinary teams 159 
dedicated to the task.  Teams formed for specific risk management activities should include 160 
expertise from the technical areas involved in addition to individuals who are knowledgeable of 161 
the risk management process. 162 
 163 
Decision makers may use different processes for controlling risks including risk management, 164 
benefit-cost analysis and decision analysis. Risk management decisions inevitably involve 165 
allocation of resources to manage risk.  166 
 167 
Quality risk management is a joint responsibility among decision makers from various functions 168 
and departments (e.g., product development, production, quality control, quality assurance, 169 
engineering, and logistics). Management is responsible for ensuring that the risk management 170 
process is applied appropriately. The decision taken about a particular risk may be to expend 171 
resources either to mitigate, avoid or eliminate the risk, or to accept the risk.   172 

 173 
4.2 Initiate Risk Management Process  174 

 175 
Possible steps used by decision makers to initiate and plan a risk management process may 176 
include: 177 
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• Defining specifically the risk management problem or question, including the 178 
assumptions leading to the question.  179 

• Assembling background information and data on the hazard, harm or human health 180 
impact relevant to the assessment. 181 

• Defining how the assessment information and conclusions will be used by the decision 182 
makers. 183 

• Identifying the necessary resources, members of the team who have the appropriate 184 
expertise, with the leader clearly identified. 185 

• Asking the right risk assessment question(s) 186 
• Stating clearly the assumptions in the risk assessment 187 
• Assessing the quality and sufficiency of relevant data 188 
• Specifying a timeline and deliverables for the risk assessment 189 

 190 
4.3 Risk Assessment 191 

 192 
Confusion often arises over the distinction between risk assessment and risk management.  Risk 193 
assessment is a systematic process of organizing information to support a risk decision to be 194 
made by a risk management process.  Risk assessments characterize the sources of harm 195 
(hazards), events, severities, consequences and probability. 196 
 197 
Quality risk assessments begin with a well-defined risk question.  If the risk in question is well 198 
defined, the appropriate tools needed to answer the question are more readily identifiable.  199 
 200 
Risk assessment can be thought of as asking three simple questions (after Y. Haimes, 1998) to 201 
address the probability of occurrence of harm and the severity of the harm: 202 
 203 

• What can go wrong? 204 
• What is the likelihood (probability) it would go wrong? 205 
• What are the consequences? 206 

 207 
Risk assessment consists of risk analysis and risk evaluation. 208 
 209 
Risk analysis is a systematic use of information to identify specific sources of harm (hazards) and 210 
to estimate the risk. This provides a basis for risk evaluation, risk control and risk communication. 211 
Information can include historical data, theoretical analysis, informed opinions, and the concerns 212 
of stakeholders. To estimate risk, a qualitative or quantitative process might be used to assign the 213 
probability and severity of a risk. Risk analysis can consider quality, cost, benefits, the concerns 214 
of stakeholders, and other variables, as appropriate for risk evaluation. 215 
 216 
Risk evaluation compares the estimated risk against given risk criteria using a quantitative or 217 
qualitative scale to determine the significance of the risk. Quantitative scales are usually based on 218 
probability (0 to 100% likely) whereas qualitative scales use descriptive terms, such as “high”, 219 
“medium” or “low.”  Sources of uncertainty are included the overall evaluation. Typical sources 220 
of uncertainty includes gaps in knowledge about the data, sources of harm, probability of 221 
detection or the model linking the quality issue (e.g., critical variables), with the risk-benefit to the 222 
patient are evaluated as a part of the overall risk evaluation. 223 

 224 
4.4 Risk control 225 

 226 
Risk control describes the actions of implementing risk management decisions. It includes risk 227 
mitigation, risk reduction and risk acceptance. Normally, risk mitigation and risk reduction are 228 
performed in parallel. The purpose of risk control is to minimize the risk. The efforts used for risk 229 
control is related to the significance of the risk. 230 
 231 
In contrast to risk assessment, risk control is a decision-making activity focused on controlling 232 
risks and addresses the following questions: 233 
 234 

• What can be done to mitigate and reduce risks? 235 
• What options for controlling risks are available? 236 
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• What are the impacts of current risk management decisions on future options for risk 237 
management? 238 

 239 
Risk mitigation focuses on a reduction of severity of harm; it does not necessarily remove the 240 
probability of harm entirely. It limits any negative consequences of a particular event. Examples 241 
of mitigating risk include elimination and avoidance. 242 
 243 
Risk reduction focuses on the reduction of probabilities of occurrence of harm and detection of 244 
harm.  245 
 246 
Risk acceptance is a decision to accept risk, i.e., no additional risk control activities are necessary. 247 
Risk acceptance has to be supported by the decision maker(s). The decision to accept risk includes 248 
acceptance of risks that have not been identified. 249 
 250 

4.5 Risk communication 251 
 252 
Risk communication is the exchange or sharing of information about risk and risk management 253 
between the decision maker and other stakeholders. The information can relate to the existence, 254 
nature, form, probability, severity, acceptability, treatment, detectability or other aspects of risks 255 
to quality. 256 
 257 
The communication between industry and its stakeholders concerning quality risk management 258 
decisions can be made through existing channels. 259 
 260 

4.6 The Review Phase 261 
 262 
All risk management processes are iterative.  New information at any stage of the risk 263 
management process may lead to a new risk assessment or new components of the risk 264 
management process, any of which facilitate continuous improvement. Quality risk management 265 
when applied should benefit from new knowledge at each cycle and use it to enhance future 266 
decisions.  Once a risk management process has been initiated, that process will continue to be 267 
utilized for events that may impact the original risk management decision whether it be planned 268 
(e.g. results of annual product review, inspections, audits, change control) or unplanned (e.g. 269 
recall, complaints, deviations). 270 
 271 

5 Risk Management Tools 272 
 273 
Risk management tools support a scientific approach for decision-making by providing 274 
documented, transparent and reproducible methods to accomplish steps of the risk management 275 
process (Chapter 4). 276 
 277 
A variety of risk management tools have been developed and others will potentially be developed 278 
in the future. For use in specific areas, such as pharmaceuticals, these tools may need to be 279 
adapted. It is also possible to combine the tools or their components to address particular risk 280 
management questions. The variations of tools allow supporting the risk management process.  281 
 282 
Below are some of the primary tools used today in the field of risk management together with 283 
short, purely illustrative, examples of how they may be used in pharmaceutical quality. 284 
 285 

5.1 Process Mapping 286 
 287 

Process mapping is a prerequisite for the use of some of the tools described in this section.  The 288 
purpose of a process map is to provide a clear and simple visual representation of the steps 289 
involved in the process and to show how they are interrelated.  Process mapping can be used to 290 
facilitate understanding, explaining and systematically analyzing complex processes and 291 
associated risks.   292 
 293 

5.2  Preliminary Hazard Analysis (PHA)  294 
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 295 
PHA is an inductive method of analysis whose objective is to identify the hazards, hazardous 296 
situations and events that can cause harm for a given activity, facility or system.  297 
A PHA formulates a list of hazards and generic hazardous situations by considering 298 
characteristics such as: 299 
 300 

• materials used or produced and their reactivity; 301 
• equipment employed; 302 
• operating environment;  303 
• layout; 304 
• interfaces among system components, etc. 305 

 306 
The method is completed with the identification of the possibilities that the risk event happens, 307 
the qualitative evaluation of the extent of possible injury or damage to health that could result and 308 
the identification of possible remedial measures.  PHA should be updated during the phases of 309 
design, construction and testing to detect any new hazards and make corrections, if necessary. The 310 
results obtained can be presented in different ways such as tables and trees. 311 
 312 
It is most commonly carried out early in the development of a project when there is little 313 
information on design details or operating procedures and can often be a precursor to further 314 
studies. It can be useful when analyzing existing systems or prioritizing hazards where 315 
circumstances prevent a more extensive technique from being used. 316 
 317 
Example: 318 
 319 
It can be used for product, process and facility design. It can be used for example to evaluate the 320 
types of hazards for the general product type, then the product class and finally the specific 321 
product. Once hazards are identified a plan is put together on how to control them (e.g. by design, 322 
by protective measures and/or by labeling). 323 
 324 

5.3 Hazard Analysis of Critical Control Points (HACCP) 325 
 326 
It is a systematic, proactive, and preventive method for assuring product quality, reliability, and 327 
safety.  It is a structured approach that applies technical and scientific principles to analyze, 328 
evaluate, prevent, and control the risk or the adverse consequence(s) of hazard(s) due to the 329 
design, development, production, and use of products.  An effective HACCP system when 330 
properly applied and implemented may improve product reliability and safety, and reduce cost of 331 
poor quality. 332 
 333 
HACCP consists of the following seven steps:  334 
 335 

1. Conduct hazard analysis and identify preventive measures  336 
2. Determine critical control points 337 
3. Establish critical limits  338 
4. Monitor each critical control point  339 
5. Establish corrective action to be taken when deviation occurs  340 
6. Establish verification procedures  341 
7. Establish record-keeping system  342 

 343 
It is most useful when process understanding is sufficiently comprehensive to support 344 
identification of all critical control points. 345 
 346 
Example: 347 
 348 
In the context of a risk management system, it can be used to identify and manage risks associated 349 
with physical, chemical and biological hazards (including microbiological contamination). 350 
 351 

5.4 Hazard Operability Analysis (HAZOP) 352 
 353 
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HAZOP is based on a theory that assumes that risk events are caused by deviations from the 354 
design or operating intentions.  It is a systematic technique for identifying hazards. This bottom 355 
up method is based on systematic brainstorming using so-called “guide-words”. “Guide-words” 356 
(e.g., No, More, Other Than, Non, Part of, etc.) are used to help identify potential deviations from 357 
normal use or design intentions. 358 
 359 
In the pharmaceutical area, the objectives of the technique are: 360 
 361 

• To produce a full description of a pharmaceutical and its quality attributes. 362 
• To systematically review every part of the process to discover how deviations from the 363 

normal operating conditions and the intended process design can occur. 364 
• To identify the consequences of such deviations and to decide whether these 365 

consequences can lead to hazards. 366 
 367 
It uses a team of people with expertise covering the design of process or product and its 368 
application.   369 
 370 
A HAZOP generally can be applied to formulation processes used in the manufacture of a 371 
pharmaceutical product or the manufacture of drug substances (API, excipients, sterilization, etc).  372 
It has also been used in the pharmaceutical industry for evaluating process safety hazards. 373 
 374 
Example: 375 
 376 
Applied to pH adjustment in product formulation to determine the effects of adding more or less 377 
acid/ base.  378 
 379 

 ADD—ACID—to TANK.   380 
 381 

5.5 Fault tree analysis (FTA) 382 
 383 
The FTA method (see IEC 61025) is based on a top down approach and assumes failure of the 384 
functionality of a product or process. In a systematic and deductive manner, starting with the fault, 385 
the possible causes are identified. The method may be used to establish the pathway to the root 386 
cause of the failure. This method evaluates system (or subsystem) failures one at a time but can 387 
combine multiple causes by working on identifying causal chains. The results are represented 388 
pictorially in the form of a tree of fault modes.  At each level in the tree, combinations of fault 389 
modes are described with logical operators (AND, OR, etc.).  390 
 391 
One limitation of this method is that the outputs are only as good as the inputs. It is a team 392 
exercise and relies on process understanding of the experts to identify causal factors.  The use of 393 
FTA may be applied to managing complaints to fully understand their root cause and to ensure 394 
that intended improvements will fully resolve the issue and not lead to other issues (i.e. solve one 395 
problem yet cause a different problem). 396 
 397 
Example:  398 
 399 
An example is a complaint where the customer could not open the container.  Starting with the 400 
top-level event, e.g., container, could not be opened identify potential causes until the root cause 401 
is identified.  In this example, one might determine the cap required too much force for the 402 
customer; the cause of that problem was too much force and over torquing or is a result of original 403 
designed.  If over torquing was a problem, it could be caused by calibration or maintenance, etc.  404 
 405 

5.6 Failure Mode Effects Analysis (FMEA)  406 
 407 
FMEA identifies functional failure as a result of process step or component failure using an 408 
inductive (bottom up), non-quantitative approach.  It is an evaluation and documentation of 409 
potential failure modes for processes and the likely effect on process outcomes and/or product 410 
performance.  Once failure modes are established mitigation is then used to eliminate, reduce or 411 
control the potential failures.  It relies on process understanding.  It is methodical and breaks large 412 
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complex products or processes into manageable steps.  As a bottom up approach, it complements 413 
the Fault Tree Analysis (FTA).  It is a powerful tool for summarizing the important modes of 414 
failure, factors causing these failures and the likely effects of these failures.  It is possible to use 415 
FMEA to prioritize risk, and monitor the effectiveness of risk mitigation activities. 416 
 417 
Example: 418 
 419 
This method may be used to identify potential sources of risk associated with a new facility or 420 
process and their potential impact on product quality.  FMEA can be used to analyze a production 421 
process to identify high risks steps or critical control points.  FMEA can be applied to assess 422 
particle contamination to identify the step with the highest risk to introduce particles in the 423 
finished product.  FMEA is also useful in establishing a corrective action plan (CAPA).). 424 
 425 

5.7 Failure Mode, Effects and Criticality Analysis (FMECA)  426 
 427 
FMEA can be extended to incorporate an investigation of the degree of severity of the 428 
consequences, their respective probabilities of occurrence and their detectability, and can become 429 
a Failure Mode Effect and Criticality Analysis (FMECA). In order to perform such an analysis, 430 
the product or process specifications should be established in detail.  FME(C)A application in the 431 
pharmaceutical industry will mostly be focused on failures and risks associated with 432 
manufacturing processes.  FME(C)A can identify places where additional preventive actions may 433 
be necessary to minimize risks.  Once established, a FME(C)A analysis should be updated as new 434 
information becomes available.   435 
 436 
For example: 437 

• Successful production without deviations may positively impact the original estimation 438 
of the probability of occurrence. 439 

• Future deviations, rejects and complaints may provide additional information to refine 440 
the original analysis, either the detection capability or the occurrence estimation. 441 

 442 
5.8 Risk Ranking and Filtering 443 

 444 
Risk ranking is a tool to compare and prioritize risks. Risk ranking of complex systems typically 445 
requires evaluation of multiple diverse quantitative and qualitative factors for each risk. The tool 446 
involves breaking down a basic risk question into as many components as needed to capture 447 
factors involved in the risk. These factors are combined into a single risk score that can then be 448 
compared, prioritized and ranked. The key steps to building a risk ranking framework and a robust 449 
model for risk-based prioritization of a portfolio of risks can be characterized as:  450 
   451 
1. Identify top-level components of the risks in question 452 
2. Identify the attributes of the risks to be considered in the ranking 453 
3. Identify mid-level categories for risk attributes (to facilitate model organization and 454 

communication of the model) 455 
4. Categorize risk attributes under the mid-level categories  456 
5. Develop questions for the individual risk attributes under each mid-level categories and 457 

develop or identify qualitative or quantitative metrics for the risk attributes  458 
6. Describe the relationship between the individual risk attributes, the categories of the risks, 459 

and subsequent impact of the individual risks and categories of risks on the overall risk 460 
ranking, i.e. define the mathematical algorithm for aggregating component risk scores into an 461 
overall risk score. 462 

7. Prioritize the risks based on the overall rankings 463 
 464 
Sources of specific risk information for risk ranking might include, not only the results of separate 465 
FMEA, FTA, or other analysis, but also the elicitation of expert opinion in instances where there 466 
are data gaps and large uncertainties.  467 
 468 
Risk ranking methods are particularly helpful in situations in which the portfolio of risks and the 469 
underlying consequences to be managed are diverse and difficult to compare using a single tool.  470 
The strengths of risk ranking and filtering include the obvious benefit of organizing the 471 
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organization’s risk management activities on a risk basis.  Risk ranking is useful when 472 
management needs to evaluate both quantitatively and qualitatively assessed risks within the same 473 
organizational framework. 474 
 475 
Example: Prioritizing manufacturing sites for inspection/audit by regulators or industry.  In 476 
contrast, FMEA, Fault Tree Analysis, and other risk tools are appropriate for assessment of 477 
specific risks to drug quality.  478 
 479 

5.9 Informal Risk Management 480 
 481 
By definition, any decision-making activity about risks involves a risk management process. The 482 
pharmaceutical industry and pharmaceutical regulators have traditionally assessed and managed 483 
risk in a variety of more empirical ways, based on for example compilation of observations, trends 484 
and other information. Such approaches continue to provide useful information that can support, 485 
for example handling of complaints, quality defects, allocation of resources to inspection 486 
oversight and aspects of more formalized risk management. 487 
 488 

5.10 Supporting Statistical Tools 489 
 490 
There are numerous tools that may be used to support quality risk management processes, 491 
including the risk identification step. In order to aid understanding, some commonly used 492 
statistical tools deserve special mention.  These tools may be helpful to support risk assessments 493 
to enable effective data assessment when making decisions for risk mitigation (reduction of 494 
severity/consequences) and to reduce probability.  They may also aid in determining the 495 
significance of the data set(s) and/or the identification of interactions and interconnection.  496 
 497 
Design of experiments (DOE) 498 
 499 
This approach is used to design experiments and analyze data to determine e.g. establish key 500 
parameters and/or process variables and explore potential interactions. It is mainly used in the 501 
research and development area and also for retrospective evaluation of established parameters 502 
(Proven Acceptable Ranges).  503 
 504 
Process Capability Analysis  505 
 506 
A useful tool for both regulator and industry to monitor/measure process variability this statistical 507 
tool can be used to analyze data retrospectively (e.g. Annual Product Review) and determine the 508 
relationship between process variability and specification... The process capability   metrics are 509 
process specific data and are used to estimate the potential percent of defective product. 510 
 511 
Control charts 512 
 513 
These tools are used for monitoring "variables". A control chart (ISO 7870:1993) shows 514 
statistically determined upper and lower control lines drawn on either side of the process average. 515 
The control chart provides information to determine if a process is in control.  516 
 517 
Using acceptance control charts (see ISO 7966:1993) during regular batch manufacturing can give 518 
guidance for determining sample size, action limits and decision criteria. Ongoing improvements 519 
under process robustness/six sigma program can be initiated. 520 
 521 
Shewart control charts (see ISO 8258:1991) are used for the statistical control of the process. 522 
They use warning limits and analysis trend patterns.  523 
 524 
Cumulative sum charts (ISO 7871:1997) can be used to analyze process parameters or analytical 525 
results. They allow the detection of slight discrepancies in a process before a trend is visible using 526 
other control charts.  527 
 528 

5.11 General Guide on the Application of a Combination of Tools  529 
(NOTE to Reviewers: This section may become part of the Appendix) 530 
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  531 
The risk assessment method described here is an integration of a process FMEA with HAACP 532 
decision making to identify the Critical Control Points (CCP’s).  The process FMEA is used to 533 
define, identify potential (and known) failures. The hazard is assigned a ranking for severity and 534 
the failure mode is assigned a ranking for probability of occurrence and the ability to detect the 535 
failure before the next step.  Evaluation rules are applied to the rankings to determine whether the 536 
step is a CCP.  The CCP approach is presented rather than the straight mathematical approach of 537 
calculating a Risk Probability Number (RPN), as in a traditional FMEA, because it places the 538 
emphasis on failure modes connected to end user safety.  Since the primary objective is to control 539 
product risk to the patient, hazards with a low severity rating are not considered CCPs.  Control 540 
points where the severity is high are considered CCPs and further analyzed for the Key 541 
Characteristics/Attributes necessary to minimize patient risk. 542 
 543 
Here are two approaches that illustrate the flexible application of a combination of tools in a 544 
structured way:  545 
 546 

• Mapping the process that encompasses the subject, issues, processes and/or the system 547 
being managed. 548 

• Create the table for severity, probability and detection. This step may include a flexible 549 
ranking and filtering step developed between a company and the corresponding 550 
regulatory body (e.g. an Example of severity, Probability and Detection chart) (for an 551 
example see Annex x2). 552 

• Create a table of Essential User Requirements. This may include: technical, medical, 553 
product insert claims and other implied requirements (for an example see Annex x3) 554 

• Create a table and Identify hazards using step (1) to provide structure to the analysis. 555 
Each step is evaluated for potential failure modes and impact on the product. This step 556 
combines the universal aspects of Hazard Analysis Critical Control Points (HACCP) and 557 
Failure Modes and Effects Analysis (FMEA) and is best implemented through a 558 
multidisciplinary team comprised of skills to enrich the subject and a risk management 559 
expert to exercise the tool (for an example see Annex x4). 560 

• Decision Tree. This step is a unifying step that is intended to allow consistency of 561 
expectations and outcomes. This step may include a flexible ranking and filtering step 562 
developed between a company and the corresponding regulatory body (for an example 563 
see Annex x5). 564 

• Add the Critical Control Points (CCP’S) to the table created in step 4 (for an example see 565 
Annex x6) 566 

• Create a plan using all feasible organizational capabilities to control risk at the Critical 567 
Control Points (CCP’S). This table is intended to be the list of subjects that have met the 568 
criteria to be a CCP and it is used to focus resources on mitigation. Associate CCP with 569 
the plan by incorporating specific capability information. (Map each Key Characteristic 570 
to the plan table) (for an example see Annex x7). 571 

• Create an action plan if appropriate to include the roles and responsibilities that would 572 
include the original team and the communication with the relevant regulatory body (for 573 
an example see Annex x8) 574 

• Maintenance of the plan to implement continuous/dynamic risk management. There are a 575 
variety of project management tools that can be used to prioritize and follow up. (for an 576 
example see Annex x9). 577 

 578 
I. Define the scope of an analysis and collect all relevant data surrounding the system and 579 

subject to determine the need for additional information. 580 
II. Describe the desired and controlled conditions of the process. 581 
III. Using a structured approach identify the risk by reviewing the direct and indirect causal 582 

areas. 583 
IV. Using assessment tools (e.g. statistical) assess the hazard. 584 
 585 

6 Integration of Quality Risk Management Process into Current Operations  586 
 587 
Risk management is a key concept that provides the foundation for science-based decisions when 588 
integrated into quality management systems and other business processes.  The degree of rigor 589 
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and formality of the risk management should be linked to the complexity and/or criticality of the 590 
issue to be addressed; i.e., for simple, less critical changes, deviations, etc. a less formal approach 591 
is usually sufficient.  For major changes, new facility designs and other more complex or critical 592 
situations a more formal approach, using one of the recognized tools (as described in section 5) to 593 
conduct and document the risk management, may be beneficial. 594 
 595 
The aim of this section is to provide examples of where conducting a risk management may 596 
provide information regarding critical parameters that can then be used in a variety of 597 
pharmaceutical operations, some of which are given below. These examples are intended to be 598 
purely illustrative and they should not be considered a definitive or exhaustive list. 599 
 600 
As outlined in the introduction, appropriate use of risk management does not obviate industry’s 601 
regulatory requirements but may facilitate better and more informed decisions. 602 
 603 

6.1 Risk Management as part of Development 604 
 605 
To support selection of most appropriate dosage form (e.g. parenteral concentrates vs. pre-mix) or 606 
process selection (e.g. terminal sterilization vs. aseptic process). 607 
 608 
Specification Setting and Test Method Selection 609 
To assess the criticality of variables and attributes of raw materials, API's, excipients, or 610 
packaging materials in order to select appropriate specifications and/or analytical methods to be 611 
used for either in-process control or release analysis (following the guidance given in ICH Q8) to 612 
ensure product quality. 613 
 614 
To continue to assess the critical variables and attributes.  These variables and attributes may 615 
change as the product and process move through its lifecycle from research, to development and 616 
production phase.  These critical variables and attributes, as well as associated specifications, have 617 
to be re-evaluated during product lifecycle and might change.  All ingredients and processes along 618 
the synthesis and processing might have an influence on critical variables and attributes: 619 
 620 

Starting
material

+ Excipients+ Raw material
API Bulk Finished

good

+ prim./sec.
Packaging Material

 621 
Risk management may help decision making by identifying the critical variables and attributes of 622 
each step and phase. 623 
 624 
R&D/commercial operations interface 625 
To support technology transfer and scale-up by assessing the need for additional supportive 626 
studies; e.g., bioequivalence, stability, etc. 627 
 628 

6.2 Risk Management as as Tool for Better  Quality Management 629 
 630 
Auditing and Self-Inspection 631 
To define frequency of audits (both internal or external) and regulatory inspections taking into 632 
account assessment of relevant factors, such as compliance status, criticality of material or product 633 
and previous history.  In the case of regulatory inspections, issues such as the complexity of the 634 
site, product(s) and/or manufacturing process (es), compliance history, number of quality defects 635 
and recalls etc. may provide additional useful information. 636 
 637 
Training and Education 638 
To determine the need and repetition of training sessions based on education, experience and 639 
working habits of staff as well as on a periodic assessment of previous training.   640 
 641 
To identify the training experience, qualifications and physical abilities necessary to perform an 642 
operation reliably and with no adverse impact on the quality of the product 643 
 644 
Deviations/Discrepancies, Complaints & Recall Management  645 
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To assess deviations/discrepancies and complaints, to provide the basis for evaluation and 646 
communication of the potential quality impact (documented in a deviation or investigation report).  647 
This will enable science-based decisions about potential actions (e.g., recall) in conjunction with 648 
regulatory authorities. 649 
 650 
Change Management/Change Control 651 
To evaluate the impact of the changes to the quality of the final product.  652 
To evaluate of the equivalence of changes of facility, equipment, manufacturing process and 653 
technical transfers.  654 
 655 
To assess the impact of changing specifications and/or methods of analysis (including analytical 656 
method transfer) of raw materials, API's, excipients, drug product or packaging material testing 657 
used either for in-process control or release analysis.  Determination of appropriate actions, e.g., 658 
notification of authorities, revalidation, additional stability testing and additional tests. 659 
 660 
Product Quality Complaints 661 
To Be Determined 662 
 663 

6.3 Risk Management as part of Facilities, Equipment and Utilities 664 
 665 
Design of Building/Facility 666 
To determine appropriate zones, considering the flow of material and personal, microbiological 667 
aspects, the need to minimize contamination, pest control measures, prevention of mix-ups, open 668 
versus closed equipment, etc. 669 
 670 
Hygiene Aspects in Facilities 671 
To support the approach to the control of exposure to hazardous substances including the choice 672 
of clothing and gowning, smoking & eating policy setting, response to infections of personnel, etc 673 
 674 
Facility/Equipment/Utility Qualification 675 
To determine the scope and extent of qualification of facilities, buildings, production equipment 676 
and/or laboratory instruments including proper calibration and the selection of critical measuring 677 
devices. 678 
 679 
To determine appropriate product contact materials on equipment and containers; e.g. selection of 680 
food grade lubricant. 681 
 682 
To determine appropriate quality of utilities such as steam, gases, compressed air, heating 683 
ventilation and air conditioning (HVAC), water etc., including preventive maintenance for 684 
associated equipment 685 
 686 
Cleaning of Equipment and Environmental Control 687 
To differentiate efforts based on the intended use; i.e., multipurpose, mono or continuous 688 
production, and determine acceptable levels of residual contamination using science based 689 
decisions 690 
 691 
Preventive Maintenance 692 
To set appropriate calibration and maintenance schedules. 693 
 694 
Computer Systems and Computer Controlled Equipment. 695 
To select the design (modular, structured), the extent of testing and test methods, as well as 696 
identification of critical performance parameters, including reliability of electronic records and 697 
electronic signatures. 698 
 699 

6.4 Risk Management as part of Materials Management  700 
 701 
Assessment and evaluation of suppliers and contract manufacturers 702 
To provide a comprehensive evaluation of suppliers including regulatory /quality, commercial, 703 
physical and technical risks. 704 



  Draft 2 - June 19, 2004
  

 
 

 705 
Starting Material 706 
To assess differences and possible risks associated with early versus late stage starting materials 707 
 708 
Release of Materials 709 
To determine if it is appropriate to release material under quarantine (e.g., for shipping) providing 710 
an appropriate risk mitigation strategy is in place. 711 
 712 
Re-use of Materials 713 
To support and enable science-based decisions for reprocessing, reworking, use of returned goods 714 
etc. 715 
 716 
Storage and Distribution Conditions 717 
To assess the adequacy of arrangements to ensure maintenance of appropriate storage and 718 
transport conditions. 719 
 720 
Logistics 721 
To Be Determined 722 
 723 

6.5 Risk Management as part of Production 724 
 725 
Validation 726 
To identify the extent of validation activities required for analytical methods, processes and 727 
cleaning methods and the need for follow-up activities such as sampling, monitoring and re-728 
validation.  729 
 730 
In-process Sampling & Testing 731 
To evaluate the frequency and extent of in-process control (IPC) testing. This could be used to 732 
justify using results from IPC testing or the application of process analytical technologies (PAT) 733 
as the results for release (‘real-time’ release). 734 
 735 
To analyze data and supplier or process performance to justify reduced testing under conditions of 736 
proven control. 737 
 738 
Reporting and Trending 739 
To select, evaluate and interpret of trend results within the Product Quality Review (e.g. annual 740 
product review) or to interpret monitoring data to support an assessment of the need for 741 
revalidation, changes of sampling points, etc. 742 
 743 

6.6 Risk Management as part of Laboratory and Stability Testing 744 
 745 
Stability 746 
To make science-based decisions about a stability study, including the need for additional studies, 747 
assessing frequencies of testing, explain effects on quality by discrepancies in storage or transport 748 
conditions (e.g. cool-chain management) in conjunction with other ICH guidelines. 749 
 750 
To rationalize existing stability programs in relation to different regulations for humidity and 751 
temperature ranges in different regions and to focus programs on attributes that are truly critical to 752 
product performance. 753 
 754 
Out of specification results 755 
To identify potential failure modes during the investigation of out of specification results. 756 
 757 
Retest / Expiration Date Setting 758 
To challenge results of use tests, stress tests rationalizing decisions for extensions and use of 759 
material, including widely used excipients where equivalent data is not available. 760 
 761 

6.7 Risk Management as part of Packaging and labelling 762 
 763 
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Selection of container closure system 764 
To determine the “critical to quality attributes” that have to be maintained by the container/closure 765 
system. 766 
 767 
Label controls 768 
To design label control procedures based on risk of mixing up different product labels and 769 
different versions of the same label. 770 
 771 

6.8 Risk Management As Part of Regulatory Activities 772 
To Be Determined 773 

 774 

7 Definitions 775 
 776 
Decision Maker - process owner of risk management process 777 
 778 
Dynamic / Iterative Process - TBD 779 
 780 
Harm – Damage to health, including the damage that can occur from loss of product efficacy, 781 
safety, quality or availability 782 
 783 
Hazard - the source of harm.  Can be a chemical, biological or physical substance, or an event 784 
that can cause harm. 785 
 786 
Product Lifecycle – All phases in the life of a product covering both the inherent characteristics 787 
of the product and how these may change over time.  The lifecycle is from the initial 788 
development through pre- and post-approval until the product’s discontinuation and includes the 789 
associated regulatory processes.   790 
 791 
Quality – Degree to which a set of inherent characteristics of a product, system or process fulfills 792 
requirements 793 
 794 
Quality System – A formalized system that documents the structure, responsibilities and 795 
procedures required to achieve effective quality management. 796 
 797 
Requirements – Needs or expectations that are stated, generally implied or obligatory by the 798 
patients or their surrogates (e.g. health care professionals, regulators and legislators)   799 
 800 
Risk – Combination of the probability of occurrence of harm and the severity of that harm (from 801 
ISO/IEC Guide 51) 802 
 803 
Risk Management – Systematic application of quality management policies, procedures, and 804 
practices to the tasks of assessing, controlling and communicating risk 805 
 806 
Severity – Measure of possible consequence of a potential source of harm 807 
 808 
Stakeholder - Any individual, group or organization that can affect, be affected by, or perceive 809 
itself to be affected by a risk.  The decision makers might also be stakeholders.  For the purposes 810 
of this guideline, the primary stakeholders are the patient, healthcare professional, authority, 811 
regulator, industry, business, customer.  812 
 813 
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